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Why is CMMC so Important? 

Source: Katie Arrington

Lockheed Martin F-35 Lightning Shenyang FC-31
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CMMC Facts

Originally released in January 2020, the Cybersecurity Maturity Model 
Certification (CMMC) is intended to improve DIB security

Based on NIST SP 800-171 which is referenced in DFARS 252.204-7012

Some new contracts may require CMMC certification as soon as 2023

All new defense contracts will require CMMC certification in FY 2025

https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final
https://www.acquisition.gov/dfars/252.204-7012-safeguarding-covered-defense-information-and-cyber-incident-reporting.
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Don’t Wait to Prepare

* Assuming Low NIST SP 800-171 Compliance Level

CMMC Preparation Task Expertise 
Required 

Estimated 
Timeline Date of Completion

Gap Analysis High 2 Weeks + April 2023
Plan of Action & Milestones Medium 2 Months + June 2023
System Security Plan High 4 Months + October 2023
Remediation * High 12 Months + October 2024
Evidence Collection Low 3 Months January 2025
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Five Barriers to CMMC Compliance

1. Understanding CUI flow

2. Inadequate policies, procedures & compliance related documents

3. Limited security monitoring & incident response capabilities

4. FIPS-compliant vs. FIPS-validated encryption

5. FedRAMP equivalent cloud services



6

1. Understanding CUI Flow
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CUI Flow Analysis

Categorize Categorize applications, personnel, networks, systems and facilities

Map Map the flow of CUI for each business process

Identify Identify processes within each business function where CUI is handled

Determine Determine which business functions support DoD contracts
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Business Functions that Handle CUI

Business Development

Production

Human Resources

CUI
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Manufacturing Sales Process

Business 
Development

Design/Prototype 
Production Tooling Setup Material

Ordering Production Quality
Assurance Stock/Ship
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2. Inadequate Documentation
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Documents 
Required for 
Certification

• System Security Plan (SSP)
• Architecture & CUI flow diagrams
• Policies & procedures that address all 

requirements
• Security configuration standards
• Incident Response Plan
• Compliance Responsibility Matrix
• Asset Inventory
• Evidence of compliance (artifacts)
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System Security Plan

Ø Section 1 – System Identification (Roles, 
Responsibilities & Contact Information)

Ø Section 2 – System Environment (System 
Architecture, CUI Flow Analysis & CMMC 
Scope, Overview of Security Controls)

Ø Section 3 – CMMC Compliance 
(Description of how each requirement is 
met including artifact reference)

Note: Template can be downloaded from NIST SP 800-171A website

hhttps://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final
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System Security Plan Detail

Assessment Guidance System Security Plan
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Security Policies & Procedures
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POLICY

STANDARD

PROCEDURE

SUPPORTING DOCUMENT

SUPPORTING DOCUMENT

PROCEDURE

SUPPORTING DOCUMENT

SUPPORTING DOCUMENT

STANDARD

PROCEDURE

SUPPORTING DOCUMENT

SUPPORTING DOCUMENT

PROCEDURE

SUPPORTING DOCUMENT

SUPPORTING DOCUMENT

Governance Framework
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NIST CMMC Resources

https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final
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3. Security Monitoring & Incident Response
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Security Monitoring
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Incident 
Response

• Roles & responsibilities
• Pre-assembled toolset
• Pre-determine legal & law enforcement contacts

Incident Response Plan

• Evidence for each exercise

Periodic incident response training exercises



20

4. FIPS 140 Validated Encryption
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Search FIPS-validated Modules

https://csrc.nist.gov/projects/cryptographic-module-validation-program/validated-modules/search/all
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5. FedRAMP Equivalent Cloud Services
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Cloud Services

https://marketplace.fedramp.gov/#!/products?status=Compliant&sort=productName



Questions?

(972) 992-3100 Ext. 1101 
kevin.wheeler@infodefense.com

Founder & Managing Director
Kevin Wheeler 
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Supplemental Slides
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Web Resources
NIST SP 800-171 Rev. 2
https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final

NIST SP 800-171A
https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final

FIPS Validated Modules
https://csrc.nist.gov/projects/cryptographic-module-validation-program/validated-modules/search/all

InfoDefense NIST SP 800-171 Self-Assessment Tool
https://www.infodefense.com/nist-sp-800-171-self-assessment-tool/

DFARS 252.204-7012
https://www.acquisition.gov/dfars/252.204-7012-safeguarding-covered-defense-information-and-cyber-incident-reporting.

https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final
https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final
https://csrc.nist.gov/projects/cryptographic-module-validation-program/validated-modules/search/all
https://www.infodefense.com/nist-sp-800-171-self-assessment-tool/
https://www.acquisition.gov/dfars/252.204-7012-safeguarding-covered-defense-information-and-cyber-incident-reporting

